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Patient Confidentiality  
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Masking or removing data is not as easy as one could think 

Masking or removing information needs to be done in a consistent 
way and is all about finding the right balance between protecting 
patient privacy while maintaining data integrity and reusability 



Defining Industry Standards 
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Starting with SDTM  

 A PHUSE Working group* has been set up to assess data privacy 
of all elements of the SDTM Implementation Guide 

*led by Jean Marc Ferran (Qualiance) with representatives from the Industry (CRO, Pharma) and 
Academics 

 Goal is to define if a variable is a Direct identifier (a patient can 
be directly identified) or a Quasi identifier (a “merge away” to re-
identify the patient) and establish common rules for de-
identification (mask, drop, set to missing etc...) 

 This initiative among many others, will help to foster de-
identification standards and leverage knowledge on data privacy 
impact and data handling within the industry. 



Novartis approach 
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The anonymization process 

A process has been 
developed to “anonymize” 

clinical study datasets through 
use of a standard macro and a 

set of data definition and 
anonymization mode 

attributes. 

These attributes are passed to 
the anonymization macro via a 
SAS definition dataset and 
may come from two sources.  

The Standard Anonymization Definition Dataset 
(SADDS) is used across studies and is a repository 

of standard data definition and mode attributes.   

The Study Specific Definition Dataset is used when 
there are variables collected in the study datasets 

that haven’t been defined in the SADDS. 



Overview of Anonymization process 
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Proposed solution for creating a Study specific definition dataset 

Input study data 
library 

Anonymization macro  

Standard Anonymization 
Definition Dataset (SADDS) 

Assign modes of 
anonymization 

Input study data 
library 

Anonymization macro  

ANONYMIZED STUDY DATA 
(FINAL) 

Study specific definition 
dataset SSDD 

Dataset with study variables that 
are NOT defined in the SADDS 

Anonymized study data 
(DRAFT) 

COMBINE 

Dataset with study variables 
that are defined in the SADDS 

1st execution 

Final execution 

Contains the  
Anonymization 
parameters 



A High-level view of the Definition Dataset  
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 List of all variables from all datasets to be anonymized 

 This is the place where the modes of anonymization are entered 

 The Definition Dataset is standardized at the Division level and is maintained 
through a change management system (version history and approval process) 



Process flow 
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Novartis 
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Anonymization 
Mode  
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Programming 
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Output 
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Modes of anonymization  

| Patient Confidentiality | BBS-EFSPI Seminar - 2014| G. Breton | Business Use Only 9 

Walkthrough and examples 

Following are the modes of 
Anonymization: 

• none 

• missing 

• drop 

• ageint 

• date 

• translate 



MODE = “none” 
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Straight copy of the variable 

3.3.2. All 
standard 
dictionary 

coded terms 
will be 

retained. 

AEDECOD 
will not be 

anonymized. 

MODE
= 

“none” 

Variable 
values will be 
unchanged. 

No structure 
changed in 
the resulting 

data. 
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MODE = “missing” 
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Keeping variable but removing its contents 

3.3.1. Free text 
verbatim terms 
are not included 
and are set to 
blank or dropped 
from the following 
datasets:  

•3.3.1.1 Adverse Events  

•3.3.1.2 Medications  

•3.3.1.3 Medical History  

•3.3.1.4 Other specific 
verbatim free text  

AETERM will 
be set to 

blank. 

MODE 
= 

“missing” 

Variable values 
will be missing 

in the 
anonymized 

dataset. 

No structure 
changed in 
the resulting 

data. 
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MODE SELECTION = “missing” 
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MODE = “drop” 
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Dropping variable 

3.4 Date of Birth  

• Information relating to a 
research participant’s 
date of birth and 
identification of specific 
ages above 89 may 
compromise anonymity.  

•Date of birth is dropped 
and ages above 89 are 
aggregated into a single 
category of “90 or 
older”. 

BRTHDTC 
will be 

dropped in 
the 

anonymized 
dataset. 

MODE 
= 

“drop” 

Variable will 
be dropped 

in the 
anonymized 

dataset. 

Structure will 
be changed 
by dropping 
a column in 
the resulting 

data. 
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MODE SELECTION = “drop” 
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MODE = “ageint” 
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Grouping ages above 89years (HIPAA* requirement) 

3.4 Date of 
Birth  
•Information relating to 
a research 
participant’s date of 
birth and identification 
of specific ages above 
89 may compromise 
anonymity.  

•Date of birth is 
dropped and ages 
above 89 are 
aggregated into a 
single category of “90 
or older”. 

AGE above 89 
will be grouped 
into a category 
of ‘90 or older’, 
the rest will be 
output as is. 

MODE 
= 

“ageint” 

For numeric 
variable, 
create a 
character 

variable with 
the category. 

If a numeric age 
variable exists, then 

a new character 
variable named 

<Original variable 
name>_cat will be 
created and the 
original numeric 
variable will be 

dropped. 

*US Health Insurance Portability and Accountability Act (1996) 
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MODE SELECTION = “ageint” 
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MODE = “date” 
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Offset dates  

3.5 Other Dates Specific 
dates directly related to a 
research participant may 
compromise a research 
participant’s anonymity.  

• 3.5.1. A random offset per 
study, is generated and applied 
to all dates. All original dates 
are replaced with the new 
dummy dates so that the 
relative times between dates 
are retained.  

• 3.5.2. This date offset will be 
generated at the study level 
pushing dates into the future.  

AEENDTC 
will be offset 
to a future 

date.  

MODE 
= 

“date” 

The intervals 
between dates in 
anonymized data 

must be consistent 
with those in original 

data. 

All dates will be 
offset by a random 

number between 200 
years and 100,000 

days after that.  

No structure 
changed in 
the resulting 

data. 
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MODE = “translate” 
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Masking data 

3.2 Identifiers  Change 
the real value to a de-
identified value in a 
consistent manner so 
that the value in one 
instance of the variable 
is consistent with the 
value in the same 
variable across other 
datasets.  

• 3.2.1. The investigator 
number is re-coded or set 
to blank for each 
investigator. The 
investigator name is set to 
blank or dropped from the 
dataset.  

• 3.2.2. Each participant is 
given a new subject 
identifier.  

SUBJID will be 
translated  

MODE = 
“translate” 

For consistent 
translation of values 
between datasets of 
a study or between 
datasets of multiple 

studies, all study 
data must be 

anonymized at the 
same time to use the 

same translation 
table.  

No structure 
changed in 
the resulting 

data. 
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Original LB Dataset                                   Original AE Dataset 

Anonymized LB Dataset                    Anonymized AE Dataset 

MODE SELECTION = “translate” 
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Conclusion 
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Programming solution independent of data source 
structure (CDISC/non CDISC) and SAS versions used 

Validated with most stringent validation guidelines to 
minimize end user QC required 

Can handle multiple studies (core/extension) to keep 
same anonymization parameters 

No Key / translation tables retained so link to original 
data is destroyed 



Thank You - QA 
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