AdWS health
~—"]

Leveraging Cloud Capabilities for
Clinical Data Sharing

Sarper Guerel
Solutions Architect
AT




aws

N

Agenda

What is Cloud?

Global Footprint

Cloud Usage Examples
« Compute

e Storage
 Biostatistical Programming
Data Sharing Examples
* PPFL

« Data Exchange
 DataZone

» CleanRooms
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What is Cloud Computing?

Core value proposition of Cloud
Benefits

Agility and Innovation

Security and Compliance

https://youtu.be/JLkkc5t0tQA
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Cloud: Global Footprint

* Choice to build for

* Latency
 Cost
O « Data Sovereignty
e Team Collaboration
« More...
@) o
@)
Geographical
¢ 51 Regions o
Availability
99 Zones
S remee T e
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* Cloud Usage Examples: Compute

 HPC (e.g. supercomputer)
S « Containers (e.g. Kubernetes)
» Purpose-Built Silicon (e.g. Trainium,
Graviton, Inferentia, GPUSs)
» Serverless Compute (e.g. Lambda)
¢ * Memory Intensive Computing (e.g 32 TB
RAM compute instances)
@)
@)
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* Cloud Usage Examples: Storage

* Block
» Choice of cost/performance (e.g. SDD vs
HDD)
* File
» Choice of features/performance( e.g.
¢ FSX Lustre, FSX OpenZFS)
* Object
 Virtually unlimited storage (e.g S3)
O * Immutable Long-Term Archiving (e.g.
Glacier Deep Archive)
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» Cloud Usage Examples: Biostatistical Programming

* Managed Posit R-Studio environments

S * Managed SAS environments (Grid, Viya etc.) -~
» Scalability and Customization
« Connected to Data Sharing capabilities

O

O ~

O
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- Data Sharing leveraging Cloud: Aspects

» Share In-Place vs. Controlled/Uncontrolled Copy
« Lineage and Provenance

 |dentity and Access Management

o  Automation and Self-Service
* Monitoring and Observability /
- Performance and Scalability /\\
« Immutability

O ..
* Versioning ( 1

O ‘

O
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- Data Sharing leveraging Cloud Example: PPFL

* Privacy Preserving Federated Learning (PPFL)
« E.g. AWS PPFL reference architecture

Q Federated
learning on
heterogenous
7 data using
chest CT

C) 1. Proof-of-concept of FL on -
large-scale, heterogenous b) Siloed Training o) Centralized Data Sharing
medical datasets
d) Federated Learning
2. Ta rg eting 3D chest CT I.Ung Figure 1. All sites used in this study (a). Three training methods investigated in this study (b,c,d).
O evaluation across global

geographic centers

3. ELEerf&rmS atthpar Wlttrr]] czjr 16 sites (21 participating hospitals) across
R 5 continents, representing >10,000 patients
and >1 million images

Source: Yeom, et al, 2023
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- Data Sharing leveraging Cloud Example:
DataZone

« Implementing the ,Data as Product” Concept
 E.g. Amazon DataZone

Core components of Amazon DataZone
() ENABLE COMPANIES TO TREAT DATA AS A PRODUCT
/\
Amazon DataZone <i:i>
4 Domains N B
O
S s
go Data portal 'S ©
Q QO
E - -
O
Business data Projects &
Catalog environments Data consumers
Bring data from B It access
@) diff:;edn;;%i;ces, Governance and access control collagoration e
accounts/regions , J co(r:‘lisf#;nrz:\f?oz?;ng
an s . -
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stores
data in their AWS
account

- Data Sharing leveraging Cloud Example:
AWS Data Exchange

« Sharing Data across organizational boundaries
« E.g. AWS Data Exchange

AWS Data Exchange

& 0D

curate ADX data
sets by choosing
assets they want
consumers to
access

+ —( >
[<=
ADX grants data
recipient
read-only access

to the assets
selected
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Data recipient environment

Automatic access to and/or ingestion of data as soon
as it's available - no ETL required

Access data

Query or run analytics on owner data as soon as the
Data Grant is live using the tools of your choice

= O)
e:

Amazon Amazon
EMR Athena

Amazon ‘ , é
SageMaker -
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- Data Sharing leveraging Cloud Example:
Clean Rooms

« Managed End-2-End Data Collaboration Capabilities
« E.g. AWS Clean Rooms

Collaborator 1

First party data F Amazon
() “ — 7 | QuickSight
Collaborator 2 @ F—
SageMaker
AL Second party data Associate tables Set analysis rules ——
— ) Use existing records Use built-in, flexible rules
X from Amazon S3 to control the type of |p¢| Amazon Redshift
o queries that can be run =
Collaborator 3
() AWS Clean Rooms Amazon $3 Analyze on AWS
: Receive results in
Third party data Collaborate with .
= your partners without a designated
sharing raw data $3 bucket
Collaborator 4
<> Set output constraints Perform joint

Reporting data Manage the segment data analysis
granularity in query  Join and analyze encrypted
results with row-level or plaintext data to get
output constraints business insights Use with third parties

Collaboration members
All collaboration members can
contribute plaintext, hashed, or

pre-encrypted data
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Connect me on LinkedIn (QR Code on right)
https://www.linkedin.com/in/sarper-qurel-9684762



https://www.linkedin.com/in/sarper-gurel-9684762

