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A look at modern
foundation models

G

= @

Text generation Image generation

DALL-E

Text classification



A look at modern
foundation models
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What about the medical
domain?

Problem

Use of medical data
often restricted due to
privacy concerns



Potential solutions

Anonymization

Remove or modify
potentially
identifying features
from the data

Federated learning

Training of a
centralized model by
multiple parties
without sharing data

Synthetic data

Generate synthetic data
that closely models the
original dataset without
revealing patient
information



Case study: MRI images
of vertebral units (VUs)
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Generative adversarial network (GAN)

Idea: Let two neural networks compete with each other in
creating and identifying fake images.
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Evaluation
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Compare UMAP embeddings
between real and synthetic samples




Predict VU position
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Compare UMAP embeddings
between real and synthetic samples



Privacy evaluation
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Pairwise attacks
Can we tell whether a given sample
was used during training of the model?




Privacy evaluation
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Pairwise attacks Distribution attacks
Can we tell whether a given sample Can we identify clusters of synthetic

was used during training of the model? images around real images?



Limitations

No privacy
guarantee

Incorporate
differential privacy
(DP) methods, see

e.g. [1]

GAN training
unstable

Explore diffusion
models for diverse,
high-quality images,

see e.g. [1]



Conclusion

« We explored synthetic data as a potential remedy for privacy concerns in the
medical domain

« Deep learning methods like GANSs can create realistic synthetic images without
replicating patients from the original distribution

« Avenues for improvement include better privacy guarantees and more scalable
model training



Backup: Follow-up work

Idea: Extend approach to multi-modal data (clinical and imaging)

real images high-resolution sub-volume generation
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Backup: Optimizing a GAN

Discriminator loss

E, [log(D(z))] + E.[log(1 — D(G(2)))] U

where D(x) is the probability that x (real = G / }, =
image) is classified as real. The variable z o - t =
denotes the Gaussian noise vector. ~l

The Generator is trained to minimize this
loss.




Backup: Auxiliary Classifier GAN

Idea: Introduce conditioning on variable

Gaussian noise
vector +
encoding
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